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Cybersecurity is becoming increasingly impor-
tant in our private lives, industrial control and 
critical infrastructure. It is therefore essential to 
strengthen the security of for example small em- 
bedded and connected devices.

Embedded devices such as IoT and IIoT are current-
ly built using closed-source hardware components 
combined with open-source or closed-source soft-
ware. However, next-generation embedded de-
vices will integrate open-source hardware (OSH) 
parts such as RISC-V processors, IP cores or secure 
elements. This OSH revolution brings new chal-
lenges and opportunities to create dependable em-
bedded devices such as wearables and industrial 
controllers. 

ORSHIN is creating the first generic and comprehen-
sive methodology for developing secure connected 
devices based on open-source components and 
for managing their entire lifecycle. This method- 
ology is called the trusted life cycle. It consists of 
different phases (design, implementation, eval- 
uation, installation, maintenance and retirement) 
that form a chain of trust. The trusted life cycle 
defines how the  security objectives are translated 
into policies for the phases and subsequently into 
concrete security  requirements for the building 
blocks of the product. Using this holistic view, 
ORSHIN will address critical links to reduce the 
security threats associated with open-source con-
nected devices.

About



There is yet to be a standard method- 
ology to develop and manage a secure 
and privacy-preserving OSH device. 
On the other hand, security and pri-
vacy incidents related to embedded 
devices are very frequent and have 
concrete consequences for the target 

Vision

Motivation

Our vision is to leverage the open-
source hardware revolution to  
improve the security and pri-
vacy of OSH devices with an 
emphasis on IoT and IIoT mar-
kets. We will provide a method- 
ology to develop and manage depend- 
able OSH products. We will improve 
the testability of a device by taking 

advantage of OSH. We will develop 
secure communication protocols  
based on open-source hardware 
components. We will build formally- 
verifiable and open-hardware buil-
ding blocks.

devices and users. Furthermore, cur-
rent IoT and IIoT devices do not take 
advantage of formally verified OSH 
components, OSH-augmented testing 
techniques, and OSH-aware com-
munication protocols. ORSHIN will 
address these critical gaps.



ORSHIN‘s mission is to provide 
usable solutions to build trustworthy 
embedded devices by leveraging 

 ▸ Development of efficient, se-
cure, and privacy-preserving 
protocols for OSH devices;

 ▸ Creation of demonstrators for 
the developed methodologies 
and techniques.

the OSH revolution. In particular, 
ORSHIN will focus on the following 
objectives:

Mission & Objectives

 ▸ Definition of a methodology, 
called the trusted life cycle, to 
build embedded devices with 
OSH components;

 ▸ Enabling, supporting, and 
improving the formal verifi-
cation of security properties 
of OSH components;

 ▸ Design of effective security 
audits for OSH devices;
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The ORSHIN consortium con-
sists of seven partners from six 
different countries (Austria,  
Belgium, Czech Republic, France, 
Germany, and Italy). It consists of 
a well-balanced mixture between 
academic and industrial players, 
from large semiconductor to 
small SMEs.
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